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Protecting your website and online
visitors important shield for solos

If you are a sole practitioner
with a self-maintained web-
site, make sure to secure your
site with an SSL, or secures
sockets layer, certificate. This

column explains the basics of SSL
protection and why you should in-
stall a certificate today.

Securing data on your website
When a website is visited

through any browser, the resulting
connection can be monitored and
intercepted by hackers. Thus, if
your site accepts credit card pay-
ments, uses passwords or ex-
changes other sensitive informa-
tion with clients and others, the
data can be stolen without de-
tection.

Secure sockets layer is a pro-
tocol that encrypts data transmit-
ted between a visitor’s browser
and your site’s web server. When
the visitor accesses your site, a
secure “h a n d s h a ke” connection is
established and exchanged data is
encrypted. Any cybercriminal that
intercepts the transmission can-
not decode the information with-
out the encryption key.

Some web hosting packages au-
tomatically provide SSL encryp-
tion. To check your status, ex-
amine the website’s URL address
bar. SSL-encrypted sites will use
the “https” designation and dis-
play a closed padlock icon, while
unprotected sites reflect the stan-
dard http protocol.

Even basic websites need
SSL

Even if your website does not
accept credit card payments or
have password-protected pages,
SSL encryption still is a must.

First, websites can be compro-
mised in unexpected ways. Con-
sider a basic online contact form,
where prospective clients inquire
about retaining your services.

A data thief who intercepts the
contact information could imper-
sonate your firm and manipulate
the prospective client — or con-
versely impersonate the client and
victimize your firm — with un-
fortunate results.

Second, using SSL certificates
should boost your online rankings.
According to the search engine
giant Google, the use of SSL on a
website is a positive ranking fac-
tor in prioritizing search results.

Third, an installed certificate
gives your firm’s website a pro-
fessional look. Clients and
prospective clients will feel con-
fident in visiting an SSL-protected
site and freely perusing its con-
tents.

Lastly, some web-browsing
companies are ramping up their
warnings for non-SSL sites. Since
January, the highly popular
Chrome browser has displayed a

“not secure” warning in the URL
address bar for sites that contain
password or credit card fields.
Starting this month, Chrome be-
gan to flag all unprotected sites
where any data is entered and to
warn visitors who browse non-

SSL sites in private “i n co g n i t o”
m o d e.

How to install an SSL cer-
t i f i c at e

Most web-hosting companies
will install a basic SSL certificate
for $50 to $100 per year. To use
this option, simply contact your
web-hosting provider and sub-
scribe to the service.

Alternatively, if you want to
self-install your own free certifi-
cate, check out “L et’s Encrypt” at
l e t s e n c r y p t .o rg. That organization
is funded by the nonprofit Inter-
net Security Research Group and
promotes security and privacy on

the web. Certificates from Let’s
Encrypt are completely free, but
need to be updated every 90 days.

Some web-hosting companies
offer built-in support for installing
a free certificate from Let’s En-
crypt. Consult your provider for
this option.

Otherwise, the installation can
readily be accomplished through
your website’s “c Pa n e l ” i n t e r face.
Review this helpful tutorial at
yo u t u b e.co m /wat c h? v =
GPcznB74GPs. Installation is
straightforward and takes less
than 10 minutes.

Check your website for inse-
cure items

As a final step, once you have
installed your SSL certificate, con-
firm your site’s integrity by nav-
igating to the “Why No Padlock?”
website at why n o p ad l o c k .co m .

After you enter your firm’s do-
main name in the search bar, the
free service will perform a thor-
ough check and report any “in -
secure elements” that remain on
your site.

Typically, these involve links to
other websites or photos that are
not secured with SSL encryption.
Resolve those items on an indi-
vidual basis, and your site will be
fully protected.

In sum, SSL encryption is a
core requirement for any sole
p rac t i t i o n e r ’s website.

According to a February report
from the Electronic Frontier
Foundation, just under half of all
internet traffic remains unpro-
tected. Install a certificate without
delay and create a safe browsing
environment for your visitors.
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